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Dear Mr. Chairman:

Concerned that the Department of Defense (DOD) had not established
criteria for determining acceptable levels of dependence on foreign
sources, you asked us to propose a framework for evaluating the national
security risk of purchasing military products and technologies from
foreign sources. In response to your request, we addressed four questions:

What basic factors determine the national security risks of buying from
foreign sources?

How can these factors be measured and evaluated?

Is appropriate data for assessing foreign sourcing being collected?
What are some U.S. policy options for dealing with the risks of buying
goods and technologies from foreign sources?

Analyzing the implications of buying goods from foreign sources requires
determining what is a domestic versus a foreign source. Traditionally, bop
has defined a domestic or foreign source in terms of where the production
facilities are located.! Some analysts have suggested broadening the
definition of what constitutes a foreign source to consider (1) firm
ownership and control and {2) other factors, such as location of research
and development activities.? Although poD generally does not know the
extent of foreign sourcing of defense goods, case studies of several
weapon systems indicate varying degrees of foreign sourcing exist at
different levels, or tiers, of the defense industrial base. The tiers range
from suppliers of simple components and raw materials to the

'Foreign sourcing, as defined by a National Defense University report, is the use of sources of supply,
manufacturing capacity, or technology that are located outside the United States or Canada. See U.S.
Industrial Base Dependence/Vulnerability, a 1987 report of the Mobilization Concept Development
Center of the National Defense University.

2The 1992 amendments to the Defense Production Act require DOD to consider, among other factors,
the location of research and development activity in determining whether firms located in the United
States qualify as domestic sources.
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Results in Brief

manufacturers of complete weapon systerms. (See app. I for a fuller
description of the defense industrial base.)

There can be advantages of using foreign sources: manufacturers seek out
suppliers based on factors other than location, such as cost, quality,
performance, and delivery time. In addition, buying from foreign suppliers
can entail political and military advantages. Despite these advantages, the
increased use of foreign suppliers can, in some instances, create a risk or
vulnerability for the United States.? For example, a high degree of risk
would exist if the United States were to become so dependent on a foreign
source that its ability to produce a weapon system deemed critical to
national security and/or secure the most advanced technology for the
development of a critical future weapon system were to become
compromised.

We interviewed a variety of experts and also convened a panel of
authorities from industry, academia, and the government to discuss risks
of foreign dependencies. (See app. II.) In addition, we reviewed several
studies that develop various approaches to assessing the risk of foreign
sourcing. (See apps. III thru V1)

Assessing whether U.S. dependence on a foreign source for a particular
military item entails substantial national security risk requires answering
two questions. First, how critical is the item to various national security
needs—for example, engaging in a short-term conflict, if necessary, or
continuing development of some technological capability? And second,
how great is the likelihood that the United States will not have access to
the item or technology when needed?

The risk of buying defense goods from foreign sources can vary
significantly according to the time frame being considered. The short-term
risk of foreign sourcing is interrupted or delayed access to items critical to
engaging in conflicts. Over a longer time frame, the concern is that the
United States will not have access to the technologies, including
equipment, needed to meet new or existing threats to national security.

To narrow the set of DoD purchases and militarily relevant technologies to
a group most likely to entail unacceptable risk, a measure or screen can be

3In a previous report, Industrial Base: Significance of DOD’s Foreign Dependence (GAO/NSIAD-91-93,
Jan, 10, 1991), we referred to foreign dependence as a foreign source for which there is no immediately
available alternative. In this report, we focus on the risk associated with foreign sourcing; foreign
dependence is one key determinant of foreign sourcing risk.

Page 2 GAO/NSIAD-94.104 Industrial Base



B-256339

Risk Assessment
Considers Criticality
and Risk of Lost
Access

used. Screening for criticality to the defense mission is a natural first step
in identifying potential risks, although it does require adequately reliable
indicators of criticality. Measures of supplier concentration—the number
and relative market shares of supplying firms—have also been proposed as
vulnerability screens.

Experts we consulted agreed that the data on defense suppliers necessary
to assess the risk of foreign dependence is not being collected, particularly
at the lower tiers of the defense industrial base. The consensus among
these experts was that the costs of selective data collection on critical
items would not be prohibitive, particularly compared with the price of
major DOD acquisitions or the potential consequences of the lack of
military preparedness.

Where substantial foreign dependency risks are identified, policy options
range from those designed to reduce the national security risks of supply
disruptions or lost access—such as stockpiling—to those geared toward
encouraging or establishing new sources of supply. Because the nature of
vulnerabilities varies, optimal policies vary also. Experts we consulted
pointed out the long-term importance to the U.S, technology base and to
national security of the overall economic and business environment in
sustaining innovative domestic industries.

The risk of buying defense goods from foreign sources depends on a
number of factors related to, among other things, supplier location,
political alliances, military function, and substitute availability. The risk
determinants fall into two categories: criticality of items and the likelihood
of loss of access. More specifically, how critical is the item to various
national security objectives, such as engaging in short-term conflicts, if
necessary, or continning development of certain technological
capabilities? And how great is the likelihood that the United States will not
have access to the item or technology when needed?

Table 1 shows a number of risk factors we identified from existing studies
and interviews with experts. Some apply to evaluating the risks of
procuring defense goods from any domestic or foreign supplier or
suppliers, and others apply only to assessments of foreign sourcing. The
factors are listed in four categories; the first one relates primarily to
criticality and the next three relate primarily to lost access.
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Table 1: Risk Factors

|
Criticality

—The importance of the item or technology to the specific weapon system and the
overall defense mission.

—Stockpiling potential, the ability to stockpile adequate amounts of a product {given
obsolescence concerns).

—Technical substitution possibilities—the existence of feasible technical substitutes or
the ability 1o develop them in an acceptable time frame.

—Linkages to other goods, industries, or technologies in terms of industrial or
technological spillovers from domestic production that could affect the nation's ability to
compete in other important areas.

—In the case of technologically sophisticated goods, the degree to which the technology
is considered mature as opposed to fast moving.

Disruption of supply from foreign sources
—Distance from source, in terms of required shipping time.

—Location of engineering and manufacturing tacilities, if different from assembly and
shipping facilities.

—Transportation exposure.
—Risk of natural disturbances interrupting supply.

——Political stability of supplying country or region, including political and diplomatic ties
to the United States.

——Country economic stability in terms of foreign debt, exchange rate control, labor strife,
or other factors.

—Trade stability—potential for the supplier's own supply from another country to be
interrupted.

—Country’s internal business environment, such as the nature of the regulatory
environment,

—Supplying firm's economic stability.

Availability of alternative supply sources

—Supply cencentration—the extent to which a few sources worldwide control the
production of goods or distribution of technology.

—Dual-use options, or potential availability of the same or similar good from a
commercial supplier.

—Scale effects on U.S. industry—the potential negative impact of decreased purchases
from U.S. firms.

—The potential for a U.S. industry to be reconstituted if lost.
Adequacy of surge capabilities

—The ability to acquire additional units of a good from an existing supplier during a crisis.

—The timely availabiiity of additional units of a good from other suppliers during a crisis.
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Assessing the risk associated with buying defense goods from foreign
sources requires weighing the impact of various factors, both individually
and together. For example, if location or political conditions affect the
reliability of a supplier, the availability of other suppliers or feasible
substitutes will be important in determining whether the risk to national
security is too great.*

Risk Assessments Depend
on the Time Frame Being
Considered

The Short-Term Risk of Foreign
Sourcing

The risks of using foreign sources for defense goods, and the ability to
identify and possibly mitigate them can be significantly different when
viewed from a short-term perspective versus a long-term one. The
consensus of the panel members and studies we reviewed is that, for the
short term, details about the specific scenarios that could threaten U.S.
security, such as the location, nature, and length of potential conflicts, are
not necessary for assessing the risks of foreign sourcing. However, as the
time frame expands, uncertainty grows in terms of (1) the nature of
threats to U.S. national security and the foreign vulnerability concern and
(2) how foreign dependence will affect the U.S. ability to develop and
maintain technologically sophisticated military items.

In the short term, a period of time spanning several years into the future,
foreign sourcing could lead to lack of access to critical items during a
crisis. Given the current world order and the “come-as-you-are” war
philosophy,’ this concern focuses on how the United States would be
affected if it could not obtain critical items to fight a relatively short war,
particularly one where poD lacked a long preparatory period and had low
inventories of such items.

The critical items that would need to be obtained during a short conflict
are primarily expendable items. Expendables include a broad range of
items that can be used up during military activity and are less durable than
end items. Examples include fuel, ammunition, and large items such as the
tactical missiles, as well as items that support the troops (food supplies
and medicines). Also included are spare parts that come from offshore.

“How much weight an individual factor carries in a risk assessment is beyond the scope of this report.
This task falls to DOD and involves considering the relevant characteristics of military procurement
and strategy. In fact, changes in the nature of threats to national security may cause the importance of
particular factors to shift over time.

5The come-as-you-are philosophy deemphasizes concemns related to surge and mobilization

capabilities and emphasizes the need to have on hand, or within ready access, supplies adequate for
engaging in likely conflicts.
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The Medium-Term Risk of
Foreign Sourcing

The Long-Term Risk of Foreign
Sourcing

Expendable items and spare parts are required for actual combat activities
and support of production surge capabilities before, during, and after a
conflict. For example, in the Desert Shield period, there was an attempt to
significantly increase the production of expendable items and it became
recognized that there was a considerable dependency on foreign parts for
this increase.

The probability of acquiring additional major end items, such as aircraft or
tanks, during or in anticipation of a short-term conflict is quite low.
Experts we consulted said the United States will confront threats with
existing equipment, particularly in the case of large, complex end items.
The question of having enough tanks in the short term, for example, then
becomes a question of overall planning rather than risk of supply
disruption during conflict.

Beyond the short term, there is an issue of whether foreign sourcing could
impair the ability of the United States to acquire large, complex end items.
Experts we consulted maintained that in light of current threats, the
national security risk of disruptions in the production of large items due to
foreign sourcing is minimal. However, if a new large threat to national
security were to emerge, the extent to which domestic manufacturing
equipment, technology, and expertise has been lost could impact on the
ability to produce certain items.

Over a longer time frame, the potential risk of procuring defense items
from foreign sources includes not having access to advanced technologies.
As the time frame expands, fundamental elements in assessing the risk of
using foreign sources become increasingly harder to predict: the potential
enemy, the nature of the war, the weapons to be used, and the relevant
technologies.

Experts we consulted expressed concern that the United States, by not
maintaining domestic capabilities in some technologies, will lose the
technological leadership that has undergirded its military strategy for
several decades. Concern over technology dependence can be segmented
into risk (1) from lags in availability and loss of control inherent in
depending on another country for the supply of certain technologically
sophisticated items and (2) of losing domestic research and development
capabilities in technologies that could be militarily important in the future,
although some are not now identified as such.
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In addition to general determinants such as military criticality and the
existence of alternative suppliers, risks of using foreign sources for
leading-edge and emerging technologies depend on several factors. These
include how fast the technology is evolving, since delayed accesstoa
rapidly advancing technology can bear greater military consequences than
delayed access to a slow-moving one; the increased likelihood of a
foreign-supplied technology being available to potential enemies; and the
nature of the working relationships between the supplying foreign firm
and either DOD or defense suppliers.

Several experts we consulted maintained that the greatest future
technology risk concerns technologies that may have military uses 20 or
40 years from now. Over such a long time, there is significant uncertainty
regarding political alliances and threats to the United States, as well as
what technologies will have military importance. Some technologies are
likely to be radically different from those now identified as having military
importance, according to one panelist.

In addition, some experts we consulted mentioned that generic
technologies—that is, technologies with wide applicability in the
economy—are areas where the United States might have a long-term
national security interest in maintaining an active presence. The
technologies mentioned include electronics, compact energy sources,
nanotechnologies (the art of making extremely small items), software, and
manufacturing technology. Several panelists maintained that access to the
most advanced technology worldwide does not require the United States
to be a leader in every technology, but rather sufficiently strong in key
areas to have some leverage with other countries.

The extent to which technologies have both defense and commercial
applications could increase DoD’s ability to turn to domestic commercial
sources if foreign sources became unreliable or inadequate. Several
experts we consulted stressed the importance of manufacturing
technologies as well as product technologies to national security.
Manufacturing capabilities, such as flexible manufacturing techniques and
computer-integrated manufacturing, and logistics systems may facilitate
both more efficient production and conversion from commercial to
military production when necessary.

A Screening Measure Can
Be Useful for Assessing
Risk

A screening measure can help narrow the universe of foreign-supplied
products and technologies to those most likely to entail unacceptable risk.
The studies we reviewed proposed different types of screening based on
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Criticality as a Screen

one or more specific vulnerability factors, such as military criticality and
the concentration of supply sources. Three studies® narrow the items to be
examined based on such factors as mission criticality, location and
number of suppliers, and time required to gear up domestic supply.

One of these studies advocated a two-stage process to identify potential
problem areas, with the first stage involving the assessment just described
and the second stage involving the calculation of measures of supplier
concentration.

Another study’ did not advocate screening based on criticality/access
factors, but instead proposed using a measure of supplier concentration to
narrow the products warranting further analysis.

A reasonable first step in identifying the vulnerability associated with an
item is to examine how critical it is to the overall defense mission; this
helps to eliminate from further consideration items and technologies that
are marginally important. Criticality-based screening does, however,
require reliable indicators, but some experts question whether such
indicators exist.

One existing DOD list cited by some experts as a useful starting place for
identifying short-term critical items and technologies is the Commanders’
in Chief Critical [tems List, composed of critical weapon systems and
components identified for the Joint Chiefs of Staff by field commanders.
For identifying technologies with critical defense applications, existing
sources are the Defense Key Technologies List and lists from the military
services, which are constructed with input from the military, industry,
interested federal agencies, and academia. Examples of technologies
currently on the list include computer technology, propulsion/energy
conversion, and design automation. For identifying future technologies
with potential military applications, one panelist suggested considering
technologies identified by the Advanced Research Projects Agency.

Using such lists to identify critical items and technologies can increase the
objectivity of the screening process. However, critics have argued that
(1) the technologies listed are too broad and therefore of limited

‘Dependence of the U.S. Defense Systems on Foreign Technologies (Dec. 1990), Institute for Defense
Analysis (IDA); Foreign Vulnerability of Cntical Industries (Mar. 1990), The Anaiytic Sciences
Corporation (TASC); and U.S. Industrial Base Dependence/Vulnerability (Nov. 1987), the Naticnal
Defense University.

"The Globalization of America's Defense Industries; Managing the Threat of Foreign Dependence, by
Theodore Moran (International Security, Surmmer 1990).
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Supply Concentration as a
Screen

usefulness and (2} domestic defense manufacturers can effectively lobby
to have various products included.

Two of the studies we reviewed advocated placing considerable weight on
concentration measures—measures of the number and relative market
shares of supplying firms—in identifying potential foreign supply
vulnerabilities. One study proposed using the Herfindahl-Hirschman Index
(HHI) to measure the worldwide supply concentration of items, both

overall for firms and with firm market shares grouped by country of origin.?

Another study proposed a “4/4/50 rule,” whereby if four foreign firms or
nations control more than 50 percent of an international market, then that
market is considered “vulnerable” and should be monitored. (The study’s
author has pointed out that the 4/4/50 rule could be adapted for expression
as a threshold HHI value.)

The use of concentration measures in screening for foreign supply
vulnerabilities is based on the belief that the less concentrated the supply
for an item is, the lower the risk of losing access to supply. More countries
mean more alternative sources of supply and, according to proponents of
supplier concentration measures, the less concentrated the supply, the
less able foreign firms are to collude to restrict the supply.

Proponents of these concentration measures maintain they are relatively
straightforward, quantifiable, and resistant to spurious claims of
vulnerability. Others, however, have questioned whether markets for
defense goods can be defined so that concentration measures are both
meaningful and obtainable.

Two experts pointed out that for the short term, DOD requirements are
often very specific and almost every market will contain a very small
number of potential suppliers; thus, concentration measures will not
eliminate many items from further evaluation. Also, obtaining information
on potential foreign suppliers is especially difficult, according to experts.
This limitation may be particularly applicable to technologies, limiting the
value of concentration screens for the longer term.

8HHI for an industry is calculated by summing the squares of the percentage market shares of
individual firms in a particular market. This concentration measure emphasizes the role of the largest
firms; the nuraber of very small firms has little impact on measured concentration.
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Assessing the risks of using foreign sources requires information on
current and alternative supply sources for critical items that is not now
readily available to pob. Despite DoD’s current efforts to determine the
extent of foreign sourcing,® existing databases on defense suppliers are,
for the most part, narrow, uncoordinated, and minimally funded. Further,
most current databases concentrate on DOD prime contractors. Many
specific characteristics of firms comprising the defense technology and
industrial base are not readily known, particularly at the lower tiers. These
characteristics include the firm’s location, ownership, products
manufactured, production capacity, suppliers, technologies developed,
market share, and financial conditions.

For identifying foreign sourcing vulnerabilities, basic information on direct
and indirect suppliers to DOD could be systematically collected and
maintained either for all Dob purchases or selectively for critical items and
technologies. Data on foreign sourcing is part of the overall data on the
defense industrial base that is needed for various assessments, such as
evaluating whether certain sole-source domestic suppliers pose potential
reliability problems.

Information on some risk factors, such as the existence and location of
alternative suppliers and the feasibility of substitute items, would likely
require additional collection and analysis and could be done only for those
items and technologies critical to national security. Some analysts have
proposed using nationally collected production and trade data to
determine the extent of foreign presence in defense-relevant markets.
However, although such data may be useful as one crude indicator in
assessing risk, its value is limited primarily because it is too aggregated,
since defense product markets are often very specific and can involve
rapidly changing technology and specialized equipment,

Just as the potential risks of foreign sourcing vary with the time horizon
considered, the complexity of the data requirements for evaluating those
risks is greater for longer term assessments than for shorter term ones.
Over the long term, for example, not only are existing and potential
suppliers unknown, but also the nature of the products and technologies

®For example, at the request of the Navy, the Department of Commerce examined sources of supply
for three Navy systems, tracing sources to the raw materials level. The Commerce study found that the
proportion of domestic suppliers is high at the subassembly tier but low at the basic component and
raw material tiers of the defense industrial base. Also, a contractor is doing data collection projects for
the Army and the Air Force that focus on critical parts of major weapon systerns. In addition, DOD is
now collecting information on production capacity from existing contractor databases on
manufacturing, purchasing, and engineering capabilities.
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Observations and
Policy Options

that will be of greatest importance to pob, the types of conflicts, and the
identity of adversaries and allies.

Given the uncertainty surrounding the long-term risks of foreign sourcing,
a task of the defense planner is to monitor the sources of defense-critical
technologies worldwide. Information of special interest includes

(1) existing and potential sources of technologically sophisticated
products for systems in various stages of development and (2) the nature
and location of research and development with military relevance. Some
of these data could be obtained by (1) surveying engineers, the technical
literature, and U.S. government organizations in other countries and

(2) capturing the results of U.S. participation in international research
projects.

While collecting, maintaining, and analyzing information on foreign supply
of defense goods can be costly, the general consensus among our expert
panel was that if the screening is properly done, these costs would not be
prohibitive, particularly compared with the price of major pop
acquisitions, or, even more importantly, with the possible consequences of
the lack of military preparedness,

Given declining real defense budgets, an increasingly interdependent
global economy, and the loss of American preeminence in certain key
sectors, an expectation of self-sufficiency or total domestic production
capability across all industries does not appear to be realistic or desirable.
However, understanding the instances in which foreign sourcing of
defense goods may entail unacceptable national security risks is important
and deserves more attention.

It is important to differentiate between (1) understanding the potential
risks of foreign sourcing and (2) implementing policies to reduce them. A
careful assessment of such risks may reveal only a limited number of cases
when government intervention is called for.

We identified several key elements of an assessment of foreign sourcing
risk. They include consideration of criticality of items or technologies to
the defense mission and the likelihood of loss of access. Screening based
on some measure of criticality is an important part of assessments.
Although the studies we reviewed and the ideas presented by experts we

WFor additional information on selected U.S. organizations that monitor foreign technology
information, see Foreign Technology: Collection and Dissemination of Japanese Information Can Be
Improved (GAQ/NSIAD-93-251, Sept. 30, 1993).
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consulted are valuable contributions to understanding how to assess risk,
we found no framework that we could identify as fully developed or
completely refined.

In many cases, the data needed to implement suggested aspects of a
vulnerability assessment are not readily available to DoD. Experts generally
believe that additional data collection efforts would be cost-effective
considering the cost of weapon systems or the potential consequences of
military unpreparedness.!!

Where substantial foreign dependency risks are identified, policy options
range from those designed to reduce the national security risk of supply
disruptions or lost access to those geared toward encouraging or
establishing new sources of supply. One expert noted that the likely
effectiveness of measures designed to decrease foreign sourcing risks
might be greatest for the short term. The further into the future lies the
risk, the more uncertain is the nature of the risk, and the greater the
possibility that one might misidentify the required technology, the type of
conflict, or the identity of adversaries or allies.

Stockpiling is one option to minimize national security risks.!2 If
short-term access could be ensured through stockpiling, then lack of
domestic or adequately reliable foreign sources might not entail
unacceptable vulnerability. Some experts question the feasibility of
stockpiling items because of {1) the rapid obsolescence or physical
depreciation of many items and (2) the expense of stockpiling. However,
one of our panelists emphasized that the costs of maintaining a carefully
monitored inventory of certain items, such as those needed to produce
precision-guided munitions during a conflict, could be a fraction of the
overall production costs. To prevent useless inventory buildup that we
have reported on a number of occasions, stockpiling requires careful
monitoring.!?

L'Recently, DOD requested the services and the Defense Logistics Agency to provide information on
current practices that are used for selecting those products and services that are procured only from
domestic sources. This is one effort to establish DOD policy and criteria for identifying and
maintaining critical domestic industrial capabilities.

128tockpiling can be considered both in terms of an option for reducing national security risks of
dependence on foreign sources and a determinant of that risk. If a critical item can be adequately
stockpiled at low cost, for example, a full analysis of foreign sourcing risk might not be necessary.

38ee Defense Inventory: DOD Needs to Continue Efforts to Improve Its Requirements Determination
and Ordering Processes (GAO/T-NSIAD-92-16, Mar. 11, 1992).
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Several types of policies are designed to favor or encourage additional
sources of domestic supply.'* The Defense Production Act,'® for example,
authorizes the use of various financial incentives to expand domestic
production capacity or supply, particutarly for items with a limited
commercial demand. It also provides for the development of new
manufacturing processes and technologies. In addition, under section 232
of the Trade Expansion Act, U.S. firms can petition the government to
restrict foreign imports in cases where the erosion of domestic capacity is
alleged to harm national security. Other measures are directed at potential
risks associated with foreign ownership of domestically located firms. For
example, the Committee on Foreign Investment in the United States and
the security classification system can be used to limit foreign investment
in .S, defense-related firms, although the Committee has raised concerns
on only a few occasions.

Expanding DOD’s reliance on domestically available commercial
alternatives is another way to expand the supplier base in some instances.
Other options for creating domestic capacity include directly subsidizing
industry or establishing government-owned production facilities.
Currently, these activities are receiving very little government support.

For long-term concerns regarding the domestic technology base, policy
options include direct government funding or other types of
encouragement of domestic capability. Research and development
consortia, for example, both private and government-supported, have been
tried over the past several years with varying success. Our panelists
emphasized the importance of the Advanced Research Project Agency's
efforts in dual-use technology as well as funding joint industry-government
projects, such as the U.S. semiconductor consortium (SEMATECH). Our
expert panel also pointed out the long-term importance to the technology
base of a thriving commercial technology sector and emphasized the role
of the overall economic and business environment in sustaining innovative
domestic industries,

Our analysis suggests that assessing the risks of foreign dependence
requires an effective system of data collection and analysis. Such an effort
might begin with a multi-tier assessment of risks for a critical class of
expendables, a category wher